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FOREWORD

This Regulation is issued under the authority of DoD Directive 5400.11,
“Department of Defense Privacy Program, ” June 9, 1982. Its purpose is to
prescribe uniform procedures for implementation of the Defense Privacy Program.

This Regulation applies to the Office of the Secretary of Defense, the
Military Departments, the Organization of the Joint Chiefs of Staff, and the
Defense Agencies (hereafter referred to as “DoD Components”). It applies to
the National Security Agency only to the extent that its provisions are not
inconsistent with Public Laws 86-36 and 88-290.

The provisions of this Regulation shall be applicable by contract or
other legally binding action to U.S. Government contractors whenever a DoD
contract is let for the operation of a system of records or a portion of a
system of records. For purposes of responsibilities under DoD Directive
5400.11, contractor employees shall be considered employees of the contracting
DoD Component.

This Regulation does not apply to:

Requests for information made under the Freedom of Information Act
(DoD;;rective 5400.7). These are processed in accordance with DoD 5400.7-R,
“DoD Freedom of Information Act Program,” December 1980.

2. Requests for information from systems of records controlled by the
Office of Persomel Management (OPM), although maintained by a DoD Component.
These are processed under the applicable parts of the OPM’S Federal Persomel
Manual.

3. Requests for personal information from the General Accounting Office.
These are processed in accordance with DoD Directive 7650.1, “General Accounting
Office Access to Records,” August 26, 1982.

4. Requests for personal information from Congress. These are processed
in accordance with DoD Directive 5400.4, “Provision of Information to Congress,”
January 30, 1978, except for those specific provisions in Chapter 4 of this
Regulation.

This Regulation is effective immediately and is mandatory for use by all
DoD Components. Heads of DoD Components may issue supplementary instructions
only when necessary to provide for unique requirements within their Components.
Such instructions may not conflict with the provisions of this Regulation.
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Forward recommended changes through appropriate charnels to:

Director, Defense Privacy Office
OSD Mail Room, Room 3A-948
The Pentagon
Washington, D.C. 20301

DoD Components may obtain copies of this Regulation through their own
publications channels. Other federal agencies and the public may obtain
copies from the Director, U.S. Naval Publications and Forms Center, 5801
Tabor Avenue, Philadelphia, PA 19120.

D. O. Cooke
Deputy Assistant Secretary

(’

of Defense
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DEFINITIONS

1’
.,

1. Access. The review of a record or a
in a system of records by any individual (see

copy of a record or parts thereof
also paragraph 7., below).

2. Agency. For the purposes of disclosing records subject to the Privacy
Act among DoD Components, the Department of Defense is a considered a single
agency. For all other purposes to include applications for access and amendment,
denial of access or amendment, appeals from denials, and record keeping as
regards release to non-DoD agencies; each DoD Component is considered an agency
within the meaning of the Privacy Act.

3. Confidential source. A person or organization who has furnished infor-
mation to the federal government under an express promise that the person’s or
the organization’s identity will be held in confidence or under an implied
promise of such confidentiality if this implied promise was made before
September 27, 1975.

4. Disclosure. The transfer of any personal information from a system
of records by any means of communication (such as oral, written, electronic,
mechanical, or actual review) to any person, private entity, or government
agency, other than the subject of the record, the subject’s designated
agent or the subject’s legal guardian.

5. Individual. A living citizen of the United States or an alien law-
fully admitted to the United States for permanent residence. The legal
guardian of an individual has the
his or her behalf. No rights are
son under this Regulation and the
vidual acting in an interpersonal
or partnership).

same rights as the individual and may act on
vested in the representative of a dead per-
term “individual” does not embrace an indi-
capacity (for example, sole proprietorship

6. Individual access. Access to information pertaining to the individual
by the individual or his or her designated agent or legal guardian.

7. Maintain. Includes maintain, collect, use, or disseminate.

8. Official use. Within the context of this Regulation, this term
is used when officials and employees of a DoD Component have a demonstrated
need for the use of any record or the information contained therein in the
performance of their official duties, subject to DoD 5200.1-R (reference (a)).

9. Personal information. Information about an individual that is inti-
mate or private to the individual, as distinguished from information related
solely to the individual’s official functions or public life.

Privacy Act. The Privacy Act of 1974, as amended, 5 U.S.C. 552a
(refe&ce (b)).
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11. Privacy Act request. A request from an individual for notification
as to the existence of, access to, or amendment of records pertaining to that
individual. These records must be maintained in a system of records. The
request must indicate that it is being made under the Privacy Act to be con-
sidered a Privacy Act request.

12. Member of the public. Any individual or party acting in a private
capacity to include federal employees or military personnel.

13. Record. Any item, collection, or grouping of information about an
individual that is maintained by an agency, including, but not limited to, the
individual’s education, financial transactions, medical history, and criminal
or employment history, and that contains the individual’s name, or the identi-
fying number, symbol, or other identifying particular assigned to the indi-
vidua 1, such as a finger or voice print or a photograph.

14. Risk assessment. An analysis considering information sensitivity,
vulnerabilities, and the cost to a computer facility or word processing activ-
ity in safeguarding personal information processed or stored in the facility
or activity.

15. Routine use. The disclosure of a record outside the Department of
Defense for a use that is compatible with the purpose for which the informa-
tion was collected and maintained by the Department of Defense. The routine
use must be included in the published system notice for the system of records
involved.

16. Statistical record. A record maintained only for statistical research
or reporting purposes and not used in whole or in part in making determinations
about specific individuals.

17. System of records. A group of records under the control of a DoD Com-
ponent from which information is retrieved by the individual’s name or by some
identifying number, symbol, or other identifying particular assigned to the
individual. System notices for all Privacy Act systems of records must be
published in the Federal Register.

18. Word processing system. A combination of equipment employing auto-
mated technology, systematic procedures , and trained personnel for the primary
purpose of manipulating human thoughts and verbal or written communications
into a form suitable to the originator. The results are written or graphic
presentations intended to communicate verbally or visually with another indi-
vidual.

‘1

19. Word processing equipment. Any combination of electronic hardware
and computer software integrated in a variety of forms (firmware, programmable
software, hardwiring, or similar equipment) that permits the processing of
textual data. Generally, the equipment contains a device to receive informa-
tion, a computer-like processor with various capabilities to manipulate the
information, a storage medium, and an output device.
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